UHdbopmaumoHHaa namMATka ANA obyuyaowmxca ANA pasMeweHus Ha oduunanbHbIX
NHTepHeT-pecypcax

C KaxabIM rogoM MONOAEXU B WMHTEPHETe CTaHOBUTLCS 601'IbLLIe, a WKOJIbHUKN OAHU U3 CaMblX
aKTMBHbIX MNOJSib30BaTesnemn PyHeTta. Mexay TeMm, MNOMMMO OFpoOMHOro KOJIMYeCTBa BO3MOXHOCTEMN,
MHTEPHET HECET U I'IpOGJ'IGMbI. OTa namaTka JoJkHa noMoyb Tebe 6e30nacHO HaXoAUTLCSt B CETW.
KoMnbloTepHblie BUPYCbI

KOMI'IbiOTeprIVI BUPYC — 3TO Pa3HOBUAHOCTb KOMMbKOTEPHbLIX NMpoOrpammM, OT/INYNTENTIbHON 0CO6EHHOCTBIO
KOTODOVI SABISIeTCA CNOCOBHOCTh K PAa3MHOXEHUIO.

B oononHeHne K 3TOMY, BUPYCbl MOTyT MOBPEAUTb WUJIM MOMHOCTbIO YHUUYTOXUTb BCe dalinibl U AaHHbIE,
NOAKOHTPO/IbHbIE MOSb30BaTesN0, OT MMEHW KOTOporo 6bina 3anyleHa 3apa)kéHHasi nporpamma, a
TaKXXe MNOBPeAUTb WKW AaXe YHWYTOXWUTb OnepaumMoHHY CUCTEMY co Bcemu cdannamu B uenom. B
60/IbLUIMHCTBE C/ly4YaeB pacrnpoCTPaHsItOTCS BUPYCbl Yepe3 NHTEPHET.

MeToabl 3alMTbl OT BPEAOHOCHbIX MPOrpamMm:

1. Wcnonb3yh coBpeMeHHble onepaunoHHble CUCTEMbI, UMEOLWMNE CepbE3HblA YPOBEHb 3alUnTbl OT
BPEAOHOCHbIX NpOrpamm;

2. TlocTosAHHO ycTaHaBamBal navytm  (undpoBble 3annaTkyM, KOTOpble  aBTOMaTUYECKM
yCTaHaBAMBAIOTCS C Lenblo A0pabTkm nporpammel) U apyrue o6HOBNEHUS CBOEN OnepaLMoHHOMN
cucrembl. CkaumBam MX TOMbKO C oduumManbHOro canta paspabotumka OC. Ecnum cywectsyeT
peXunM aBTOMaTU4eCKoro 06HOBIEHMS, BK/IIOYN €ro;

3. Pabotali Ha cBoeM KOMMbiOTepe Noj NpaBaMu MNOSb30BaTesnsd, a He agMUMHUCTpaTopa. DTO He
NO3BOANT 6OMbLUIMHCTBY BPEAOHOCHbIX MPOrpaMM WMHCTaANMPOBATbCA Ha TBOEM MepCOHabHOM
KOMMblOTEpPE;

4. Wcnonb3ym aHTUBUPYCHble MpOrpaMMHble MNPOAYKTbl  M3BECTHbIX MNpou3BoAuTeNnen, C
aBTOMaTunyeckuM obHoBNeHneM 6as;

5. OrpaHunyb du13nyeckmin 4OCTyN K KOMMNbOTEPY ANS MOCTOPOHHUX NnL,;

6. Wcnonb3ylh BHeWwHMe HocuTenn uHdboOpMaumu, Takme Kak ddnewka, AWCK wnu dann u3
WHTEpHeTa, TOSIbKO U3 NpodepeHHbIX UCTOYHUKOB;

7. He oOTKpbiBa KOMMblOTEpPHble dainbl, MoayYeHHble M3 HeHaAéXHbIX MCTOYHMKOB. [axe Te
dannbl, KOTOpble Npucaan TBOM 3HAKOMbIN. Jlyyle yTOYHM Y Hero, OTNpaBfisa Jin OoH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He Bua nepedaun AaHHbIX, HE TEXHONOIUS, @ BCero nuwb 6peHa, mapka. Ewe B 1991 roay
HMaepnaHackass KommnaHusa 3apeructpupoBana 6penpg «WECA», uyto o0603Hauano cnoBoco4veTaHue
«Wireless Fidelity», koTopbIlt NnepeBoaANTCS Kak «6ecnpoBogHast TOYHOCTb».

[o Hawero BpeMeHu powna gpyras abbpesuatypa, KOoTOpas SBASETCS TakoW Xe TexHonoruewn. ITo
abbpesnatypa «Wi-Fi». Takoe Ha3BaHue 6bI10 AaHO C HaMeKOM Ha CTaHAApPT BbICWWA 3BYKOBOM
TexHuku Hi-Fi, 4To B nepeBoae O3HayaeT «BbICOKasA TOYHOCTb>.

[a, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, oTensax u asponoprax SABASeTCS OT/IMYHOW BO3MOXHOCTbIO
BbIX0A4a B WHTepHeT. Ho MHorme skcnepTbl cumTaloT, 4Tto obwepoctynHele Wi-Fi ceTn He saBnsatoTcs
6e3onacHbIMU.

Cosetbl no 6e3onacHocTn paboTte B obwenocTynHbix cetax Wi-fi:

1. He nepepaBai cBO NMYHYO MHPOpMaumio Yepes obuwenoctynHole Wi-Fi ceTn. PaboTtast B HUX,
»KenatenbHO He BBOAMTbL Napoun AOCTYyna, OrMHbl U Kakne-To HOMepa;

2. Wcnonb3yn u O06HOBNSN aHTUBUPYCHble nporpamMmbel W 6paHamMayep. TeM caMbiM  Tbl
ob6e3onacuwb cebs OT 3aKayuku BMpyca Ha TBOE YCTPOWNCTBO;

3. Mpwu wucnonbzosaHum Wi-Fi oTknwoum dyHkumo «O6wmin goctyn Kk dannam u npuHTEpam».
[aHHas dyHKUMA 3aKpbiTa MO YMOSYaHUIO, O4HAKO HEKOTOpble MOJIb30BaTeNIN aKTUBUPYIOT eé
ans ynobcrea ncnosnb3oBaHus B pabote nnm yuyebe;

4. He wncnonb3yi nybnuuHbin WI-FI gns nepepayn AMYHbIX AaHHbIX, Hanpumep AJs BbiXxo4a B
coumasnbHble CETU AW B SNEKTPOHHYHIO MOYTY;

5. UWnonb3y# TONbKO 3awuuieHHoe coegunHeHune 4vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-
aapeca BBoan MMeHHO «https://»;

6. B mobunbHOM TenedoHe oTkaun dyHkumo <«MoaknwyeHne k Wi-Fi aBTomaTmMueckmn». He
A0MNyCcKan aBTOMaTMYECKOro noaktoyYeHns yctpoictea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CounanbHble CETU aKTUBHO BXOASAT B Hally XW3Hb, MHOMME NoAN paboTaloT U XUBYT TaM MOCTOSAHHO, a
B Facebook yxe 3aperncrtpupoBaH MUANMapa YenoBeK, UYTO SABMSETCA OAHOW CeAbMON BCEX XUTeseMn
naaHeTsbl.



MHorne nonb3oBaTesin He MOHUMAKOT, 4TO MH(bOpMaLI,Mﬂ, pasMeuleHHada UMM B couMalibHbIX CETAX,
MoxeT ObiTb HalAeHa M MCMoJib30BaHa KeM yrooHo, B TOM 4ucne He obszatenbHo ¢ 6narnmm
HaMepeHnamu.

OcHoOBHble coBeTbl N0 6e30NacHOCTM B COLMANbHbIX CETAX:

1. OrpaHunub cnucok apysen. Y Tebss B Apy3bsX He AOMKHO ObiTb CAy4YalHbIX M HE3HAKOMbIX
noaen;

2. 3awmuwan CBOK 4YacCTHYH XW3Hb. He yka3sbiBan naponu, TenedoHbl, aapeca, naTty TBOEro
POXAEHUA W APYFYIO ANYHYIO MHOOPMauuio. 310YMbIWAEHHUKNW MOFyT MCNOMb30BaTbh Aaxe
MH(OPpMaLUIo 0 TOM, KaK Tbl U TBOW POAUTENN NSIAHUPYETE MPOBECTU KaHWUKYIIbI;

3. 3awmuwain ceol penyTauuio - AEPXM ee B UYMCTOTe U 3aaaBai cebe Bonpoc: xoTen 6bl Thl,
yTobbl Apyrve nosib30BaTeNM BUAENM, YTO Tbl 3arpyxaewsb? lloaymai, npexae 4YeM 4YTo-TO
ony6nmkoBaTb, HanucaTb W 3arpy3uThb;

4. Ecnu Tbl roBopuwb C AKOAbMW, KOTOPbIX HE 3HaelWb, HEe WCMNOJSIb3YM CBOE peasibHOe UMS Wt
APYTY0 TMYHYO MHpOPMaLMKN: UMS, MECTO XUTeNbCTBA, MECTO y4ebbl 1 npoyee;

5. W3berann pasmeweHns doTtorpadpuin B MHTepHeTe, rae Tbl M306paxeH Ha MEeCTHOCTM, no
KOTOPOM MOXHO OnpeaeniuTb TBOE MECTOMOJIOXKEHMNE;

6. Tlpu pernctpaumMm B CcouUMaNbHOM CeTU HeobxoaMMO WCMOb30BaTb C/IOXHbIE Maponu,
cocTosilme n3 6ykB u UMdp N C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. [Ons coumanbHOM CeTW, NMoYTbl U APYrMX CamToB HeOoH6XO0AMMO MCMOJSIb30BaThb pasHble Maposiu.
Toraa ecnu Tebs B3NOMaKT, TO 3/I0YMbIWIEHHNKM MONyYaT AOCTYN TONIbKO K OAHOMY MEcCTy, a
He BO BCe cpasy.

DNEeKTPOHHbIE AeHbIn

DNEeKTPOHHbIE AeHbrM — 3TO O4YeHb YAO06HbLIM cnocob nnaTexen, OAHAKO CyLLeCTBYHT MOLIEHHWKMW,
KOTOpbl€ XOTAT NOAYYUTb 3TN AEHbIN.

DNEeKTPOHHbIE AeHbIM MNOSABUIIUCL COBCEM HENABHO U MMEHHO M3-3a 3TOrM0 BO MHOMMX rocyAapcreax Ao
CUX Nop He NponMcaHo Npo HMUX B 3aKOHaX.

B Poccumn xe oHn pyHKUMOHUPYIOT M O HUX YXKE NPOMNMCaHO B 3aKOHE, FAe UX pa3faenstoT Ha HECKOJIbKO
BMAOB - AHOHWMHbIE W HE aHOHWMHble. Pa3HMUa B TOM, 4YTO a@HOHMMHbIE - 3TO TE€, B KOTOPbIX
paspewaeTtca npoBoAUTb onepaumn 6e3 wuaeHTMdUKaumm nonb3oBaTens, a B HEAHOHWUMHbIX
naeHTndunKaumm nonb3osartensa aBnseTca obs3aTesibHON.

Takxke cnefyeT pasnunuaTb 3/1EKTPOHHbIE uMaTHble AeHbrM (PaBHbl FOCYAApCTBEHHbLIM BasntoTaM) WU
3/1eKTPOHHbIEe HeduaTHble AeHbrM (He paBHbl rOCYAapCTBEHHbIM BaslOTaM).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEeKTPOHHbLIMU AEeHbraMu:

1. MpuBsxu K cyeTy MO6UNLHLIN TenedoH. DTo caMblli YA06HbIN U BbICTPbIA CNOCO6 BOCCTAaHOBUTb
[oCTyn K cyeTty. lNMpuBsA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaewb CBOM MiaTeXHbl Napofb
WNKW 3anaellb Ha CalT C HE3HAKOMOro YCTPOWCTBa;

2. Wcnonb3yn oaHopasoBblie naponu. lNocne nepexoga Ha yCUNeHHYI aBTopusauuto Tebe yxe He
6yAeT yrpoXxaTb ONMacHOCTb KpaXkn Mnu nepexsaTta niaaTexXHoro napons;

3. Bbibepu cnoxHbit naponb. [pecTynHuMkam 6yaeTr He NpoCTO yragaTb C/OXHbIA Maposib.
HagexHble napoan — 3TO Naposn, KOTopble CoAep)KaT He MeHee 8 3HaKOB W BKIOYAOT B cebs
CTPOYHblE M MpONUCHble 6yKBbl, UN@PbI N HECKONIbKO CMMBOJIOB, TakuMe KakK 3HaK gonnapa,
dyHTa, BOCKNMUATENbHbIN 3HaK M T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NIMYHbIE AaHHbIE HA CallTax, KOTOPbIM He AOoBepseLlb.

DJIeKTpOHHas nourta

DIeKTPOHHAsa noyTa — 3TO TEXHOIOMMSA U NpefoCTaBIsiEMble €0 YCNYrM MO Nepecbuike U NOSYUYEHUIO
SNNIEKTPOHHbIX COOﬁLIJ,EHVIVI, KOTOpbIE pacnpeanendarTcda B KOMI'Ib}OTepHOﬁ ceTn.

O6bI4yHO 3NEKTPOHHbIN NMOYTOBbIN AWMK BbIMNA4UT cneayowmm obpasom:
MUMS_NoNb30BaTens@ums_aomMeHa.

Takxxe KpoMe nepenaym nNpocToro TeKCTa, MMeeTCsi BO3MOXHOCTb NnepegasaTb daisbl.

OcHoBHble coBeTbl No 6e3onacHol paboTe € 3N1eKTPOHHON MOYTOM:

1. Hago BbibpaTb npaBWibHbI MNOYTOBLIA CepBUC. B WHTEpHeTe ecTb OrpoMHbIn  Bbi6Op
6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Jlydlle AOBEpPSATb TEM, KOrO 3Haellb W KTO MEpBbIA B
penTuHre;

2. He vykasblBall B JMYHOM nNOYTE JIMYHYO UHPopmaumo. Hanpumep, nydwe BbibpaTb
«My3blKanbHbIN_daHaT@>» nnn «pok2013» BMecTo «TemMal3»;

3. Wcnonb3yin AByx3TanHylo asBToOpu3auuio. 3TO KOrga MOMMMO MNapofns HYXHO BBOAUTb KOA,
npucblinaemsiin no SMS;



4. Bblbepu CNOXHbIM Naponb. AN KaXAaoro Mo4YToBOro suwmka A0MKeH ObiTb CBOW HaAEXHbIN,
YCTOMYMBBIN K B3/IOMY Naposib;

5. Ecnun ecTb BO3MOXHOCTb HamnMcaTb CAaMOMY CBOM JIMYHbIA BOMPOC, UCMOSb3YN 3TY BO3MOXHOCTb;

6. WNcnonb3yih HeCKONbKO MOYTOBLIX SALWMKOB. lMepBbli A8 YAacTHOW MNEpenuMCcKM C agpecaTamu,
KOTOPbIM Tbl AOBEPSELlb. ITO 31EKTPOHHbIN aapec He HaA0 MCMOJIb30BaTb NPU perucTpaummn Ha
dopymax u cantax;

7. He oTkpbiBal ¢ainbl U apyrne BNOXeEHUS B NMCbMax Aae €Cli OHM NPULLNM OT TBOUX APY3EN.
Jlydlle yTOYHM Yy HUX, OTNPaBNAIN Nn OHU Tebe 3Tu dainsbl;

8. Tlocne okoHYyaHuWst paboTbl Ha MOYTOBOM CEPBUCE MEpen 3aKpbiTUEM BKAAAKM C CaMTOM He
3abyab HaxaTb Ha «BbINTK>».

Kn6ep6ynnvHr nan BupTyasibHOe usfeBaTenbCTBO

KnbepbynnuHr — npecneaoBaHWe COOOLWIEHMSAMKM, COAEpXaALWlMMM  OCKOpPBNeHusi, arpeccuio,
3anyrmBaHue; XyJWraHCTBO; counanbHoe O60MKOTUPOBaAHME C TMOMOLLUbD PasfMYHbIX UHTEPHET-
CEpBUCOB.

OcHOBHble coBeTbl No 6o0pbbe ¢ KN6epbYNINHIOM:

1. He 6pocalica B 60i. Jlyywmnin cnocob: nocoseToBaTbCs Kak cebst BECTU W, eCsin HeT Toro, K
KOMY MOXHO 06paTuTbCsi, TO BHayane ycCcnokouTbCcsa. Ecam Tbl HayHewb oTBe4YaTb
ockopbneHnsaMun Ha ockopbneHns, To ToNbKo eue 6osblue pasoxxKelb KOHMOANKT;

2. Ynpasnswn cBoen knbeppenytaumen;

3. AHOHWMHOCTb B ceTM MHMMas. CylecTBYHT Cnocobbl BbISCHUTb, KTO CTOMT 3@ aHOHWMHbIM
aKKayHTOM;

4. He cTOMT BeCTM XynuraHckmin obpas BMPTyanbHOM XW3HW. WHTepHeT duKcMpyeT BCe TBOM
OENCTBUA N coxXpaHsaeT nx. Yaanutb nx 6yaeTt KpanHe 3aTpyaAHUTENBHO;

5. Cobntopan cBo BUPTyasibHY YECTb CMOIOAY;

6. WrHopupyh eauvHunuHbin HeratuB. OaHoOpasoBble O0CKopbuTenbHble cooblweHus aydwe
urHopupoBsaTb. O6bI4HO arpeccusa NpekpalwaeTcs Ha Ha4vasbHOW CTaguu;

7. bBaHn arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMW COOBLLEHMSAMU, B COLMAlIbHbLIX CETAX eCTb
BO3MOXHOCTb 6/T0KMPOBKM OTNpaBKKM CoObLEeHNI C onpeaeneHHbiX aapecos;

8. Ecnu Tbl cBupaeTenb kmbepbynnuHra. TBOM A[eNCTBUA: BbICTYNUTb MNPOTUB nNpecriegosaTens,
rnokasaTb €My, 4YTO ero AeNCTBMS OLEeHMBATCS HeraTMBHO, MNOAAEPXKaTb XepTBY, KOTOPOM
Hy>XHa ncmxonornyeckass NOMoLb, COObWMTb B3POCAbIM O (haKTe arpeCcCMBHOro NMoBeAeHust B
ceTu.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl U NNaHWweTbl cogepxaT B cebe BMNonHe B3poCnbli PyHKUMOHAMN, U Tenepb
OHM MOryT KOHKYpUpOBaTb CO CTauMOHapHbIMKM KoOMMbloTepamu. OAHAKO, CpPeAcTB 3aluTbl ANd
NoAo6HbIX YCTPOMCTB NOKa OYeHb Masno.

TecTMpoBaHMeE N NOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCMBHO, Kak ans MK, 1o xe camoe
KacaeTcsi U MOBUITbHbIX MPUIOXKEHWUIA.

CoBpeMeHHble MObBUbHblE 6pay3epbl yXe MpaKTUYEeCKM [OrHajM HacCTOJIbHble aHasioru, OJHako
paclwmnpeHme dyHKLUNOHaNa BeYeT 3a coboi 60MbLUY CTOXHOCTb M MEHbLUYH 3alMLULEHHOCTb.

[anexko He BCe NPOM3BOAMTENM BbINyCKaOT O6HOBMIEHUS, 3aKPbIBAOLINE KPUTUUECKUE YA3BUMOCTU AN
CBOMWX YCTPOWCTB.

OcHoOBHble coBeTbl Ans 6e3onacHOCTM MOBUNBLHOIO Te}'IECbOHaZ

1. Hwnuyero He saBnseTcs no-HacrtosweMmy 6ecnnaTtHbiM. Bbyab OCTOpoXeH, Beab korga Ttebe
npeanaratoT 6ecnnaTtHbIM KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakme-To naaTHble YyCyru;

2. [yman, npexae 4yem otnpasBuTb SMS, ¢oTO UM BMaeo. Tbl TOYHO 3Haewsb, rae oHun 6yayT B
KOHEeYHOM uTore?

3. Heobxoammo 06HOBNSATbH OMNEepaLNOHHYI0 CUCTEMY TBOEro CMapTdoHa;

4. Mcnonb3yn aHTUBUPYCHbIE MPOrpamMMmbl A5 MO6UAbHbIX TenedoHOB;

5. He 3arpyxah npunoxeHuss OT HEU3BECTHOr0 WCTOYHMKA, BeAb OHW MOryT CcoAepXaTb
BpeAOHOCHOe nporpamMmMHoe obecrneveHue;

6. T[locne Toro kak Tbl BbiMAewWwb C caliTa, rae BBOAW JIMYHYIO MHGOPMaLMo, 3aian B HaCTPOMKK
6pay3sepa n yaanu cookies;

7. Tepuoanyecku nposepsit Kakme nnaTHble YCNYrn akTUBMPOBaHbI HA TBOEM HOMepe;

8. [asan cBoii HOMep MObunbHOro TenedoHa TONBKO JIIOASM, KOTOPbIX Thbl 3HaewWwb W KOMY
Aosepsellb;

9. Bluetooth ponxeH 6bITb BbIKIKOYEH, KOraa Tbl MM He nonb3yewbcs. He 3abbiBaili MHoraa
npoBepsATb 3TO.



Online urpsbi

CoBpeMeHHbIE OHMANH-UIPbl — 3TO KPacouHble, 3axBaTbiBalolne pasBiieyeHnss, 06beqUHAIOLIME COTHU
TbICSIY YeNIoBEK MO BCEMY MMpYy. UrpoKu uccneayroT AaHHbIA MM Mup, oblaloTca Apyr C APYroM,
BbIMOMHAT 3a4aHWsA, CPaXalwTcsa C MOHCTpPaMM W MOJydaloT OnbIT. 3@ YAOBOSbCTBME OHM MNNaTAT:
NMoKynawT AUCK, ONlauyMBaloT aboHEMEHT NN NPUOGPETAIOT KaKMe-To OMLUu.

Bce 3T cpeactBa uayT Ha noandepXaHuWe W pasBUTME WUIpbl, a Takke Ha caMmy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMblI aBTOpPM3auWMW, BbINYyCKAlTCA HOBble natyn (UMdpoBble 3aniaTky Ans
nporpamM), 3aKpbliBalOTCA YS3BMMOCTU CEPBEPOB.

B noao6Hbix nrpax CtouT onacaTbCsd HE CTOJZIbKO CBOUX CONEPHUKOB, CKOJIbKO Kpa>wu TBOEro naposs, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpulaunn 6onblWMHCTBA urp.

OcHoOBHble coBeTbl N0 6e30MacHOCTM TBOEro MrpoBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebs nioxo uam cosgaet Tebe HenpuaTHOCTU, 3abnokupyn ero B
CNUCKe UIFPOKOB;

Moxanynca aaMUMHUCTpATOpaM Wrpbl Ha MJOX0e MOBeAEHUE 3TOro MUrpoka, XenatenbHo
NPUNOXUTb Kakne-TO AOKa3aTesbCTBa B BUAE CKPUHOB;

He ykasbiBal IMYHYIO MHDOPMaUMIo B Nnpodanne urpsbl;

YBaxka Apyrnx y4acTHMKOB MO urpe;

He ycTtaHaBnumBam HeoduuManbHble NaT4Yn U MOAbI;

Mcnonb3ym CNOXHbIE U pa3Hblie Naponau;

[axe BO BpeMsi Urpbl He CTOUT OTKJKYaTb aHTMBMPYC. [loka Tbl Mrpaewb, TBOW KOMMNbHOTEP
MOryT 3apa3unTb.

N

NouAW

DULLMHI U KPaxKa JIMUYHDbIX AaHHbIX

O6bIYHO KpaXei AeHer U AOKYMEHTOB CEeroAHs yXe HUKOro He yamBufilb, HO C pa3BUTUEM MHTEPHET-
TEXHOMOMNIA 3M0YMbILLNEHHUKN NEPEMECTUINCE B UHTEPHET, U MPOAO/IKAIT 3aHMMATbCA «NHO6UMbIM>»
[lenom.

Tak nosBWMacb HoBasi yrpos3a: MWHTEPHET-MOLEHHWYECTBA WM GULLMHE, FNaBHas Ueflb KOTOpPOro
COCTOMT B MOSYYEHUUM KOH(PMAEHUMANbHbIX AaHHbIX MOMb30BaTENE — JIOFMHOB M naponen. Ha
aHrnunickom asbike phishing untaetca kak duwmnHr (ot fishing — pbibHas noens, password — naposb).

OcHoBHble coBeTbl N0 60pbbe ¢ GULLMHIOM:

1. Cneawn 3a cBOoMM akkayHTOM. Ecnu Tbl nojo3peBaellb, YTO TBOS aHKeTa 6bina B3noMaHa, TO
Heobxoanmo 3abnokupoBatb ee U CoobWMUTb agMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO
cKkopee;

2. Wcnonb3yi 6e3onacHble Be6-calTbl, B TOM YMCNe, UHTEPHET-Mara3snHoB M MOUCKOBbIX CUCTEM;
3. WUcnonb3yh CAOXHble W pasHble naponun. TakuMm obpasoMm, ecnu Teba B3nomaloT, TO
3710y MbILWIEHHUKW N0y4aT AOCTYN TONbKO K O4HOMY TBOEMY Mpoduto B CETU, @ HE KO BCEM;

4. Ecnm Teba B3noManu, TO HeobxoAMMO npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble

pobasneHbl y Tebsa B Apy3bsx, 0 TOM, 4YTO Tebs B3/10Manu 1, BO3MOXHO, OT TBOEro uMeHu byaer

paccblnaTbCs CraM M CCbIJIKU Ha DULLINHIOBbIE CaiThl;

YcTtaHoBM HagexHbIn naponb (PIN) Ha MObunbHbIN TenedoH;

OTkno4M coxpaHeHne napons B 6paysepe;

He oTkpbiBal gannbl n Agpyrne BAOXEHUS B NMUCbMax Aake eC/IM OHU MpULAM OT TBOUX ApPY3en.

Jlydwe yTouYHM y HMX, OTNpaBnsan nv oHu Tebe 3Tn dannsl;

Now

LUundpoBas penyrtayusa

Undpposas penytaums - 3TO HeraTMBHas WAM MO3UTMBHAs wHdopMmauma B cetu o Tebe.
KoMmnpomeTupytowas nHdopmaums pasMelleHHas B MHTEPHETE MOXeT cepbe3HbiM 06pa3oM OTpasnTbCs
Ha TBOEWN peasibHOM XWU3HMU.

«LUncdpoBasa penytauma» - 3TO TBOWM MMUAX, KOTOpbIn dopMupyeTcs M3 MHGopmaumm o Tebe B
WHTEepHeTe.

TBOE MEeCTO XUTenbCTBa, yHEGbI, TBOE d)MHaHCOBoe NMoNoXeHUe, ocobeHHoCTH XapakTepa M pacCKa3bl O
6/1M3KMX — BCe 3TO HaKanaMBaeTCcs B CETU.

MHorne nNoApOCTKM NIEFKOMbIC/IEHHO OTHOCATCA K Ny6avMkaumMmM NuYHoOl uMHdopMaumm B MHTepHeTe, He
NMOHMMasi BO3MOXHbIX MOCNEACTBUI. Tbl AaXe He CMOXelWb [oragatbCsa O ToM, yTo doTorpacdws,
pa3MelleHHast 5 neT Hasag, cTana NpuYMHOI 0TKasa NpUHATL Tebst Ha paboTy.

KoMmMeHTapun, pasmelleHne TBoux gotorpadui n apyrme AencTBus MOryT HE MCYE3HYTb Aaxe nocrne
TOro, Kak Tbl MX yAdanuwb. Tbl He 3HaeWwb, KTO COXpaHwn 3Ty WHdOpMauuio, nonana SM oHa B
NMOMCKOBbIE CUCTEMbI U COXpPaHWNacb SIM OHa, a rlaBHoOe: 4YTO NoAyMatoT O Tebe oKpyxKatllee AW,
KOTOpbl€ HAWAYT M YBUAAT 3T0. HaliTn nHdopMaumio MHOro feT CycTs CMOXET tobon — Kak u3 gobpbix
noby>xaeHWi, Tak U C HAMEPEHNEM NPUYUHUTL Bpes. DTO MOXET 6bITb KTO YroAHO.



OCHOBHble COBETbI MO 3aluTe UMGBPOBOI penyTauun:

1. Mopymaii, npexae yeMm 4yTo-TO NybnmMkoBaTb W nNepepasaThb y cebs B 610re mnm B coumnasnbHOM
cetun;

2. B HacTporkax npodwuna yCTaHOBWM OrpaHWYeHWss Ha NpocMOTp TBoero npodwunsa wu ero
COAEPXMMOro, caenan ero ToNbKo «ANns Apy3en»;

3. He pa3mewann n He ykasbiBai WMHGOpMaUUKO, KOTOpas MOXET KOro-nmbo ockopbnsatb wuam
obuxaTb.

ABTOpCKOE npaso

CoBpeMeHHbIE LWKOJIbHUKN — aKTMBHble MoJsib30BaTenn UudpoBOro nNpocrtpaHcTBa. OAHAKo Aaneko He
BCE 3HAlOT, YTO MOSIb30BAHWE MHOrMMW BO3MOXHOCTSMU LMGIPOBOro Mupa TpebyeT cobnoaeHus npas
Ha MHTeNNeKTyanbHY CO6CTBEHHOCTb.

TepMUH «UHTenneKTyanbHash CO6CTBEHHOCTb» OTHOCUTCS K Pa3/IMYHbIM TBOPEHMSIM YEeNI0OBEYECKOro yMa,
HauMHasi C HOBbIX U306peTeHnit U 3HakoB, 0603HauYaLWnxX CO6CTBEHHOCTb Ha MPOAYKTbl WU YCIyru , U
3akaH4yMBas KHuramu, dotorpadmsiMm, KNHOMDUIBMaAMN U My3blKalbHbIMW NMPOU3BEAEHUSIMU.

ABTOpCKME MNpaBa - 3TO NpaBa Ha WHTENNEKTyallbHYl0 COB6CTBEHHOCTb Ha MPOM3BEAEHUS HayKM,
nuUTepaTypbl U UCKYCCTBA.

ABTOpPCKME MpaBa BbICTYNAalT B KayecTBe rapaHTUM TOro, YTO MHTENIEKTYasbHbI/TBOPUYECKUN Tpya
aBTopa He 6yaeT HanmpacHbiM, AacT eMy chnpaBeAMBble BO3MOXHOCTM 3apaboTaTb Ha pesysbTaTax
CBOEro Tpyaa, nosy4ynTb U3BECTHOCTb M NPU3HaHKE.

HukTo 6e3 paspelleHUss aBToOpa He MOXET BOCMPOW3BOAWUTbL €ro MNpou3BeAeHMe, PacrnpoCTPaHATh,
ny6/AMYHO AEMOHCTPUPOBaTh, NpoAaBaTb, MMMOPTUPOBATb, MycKaTb B MPOKAT, MyGANYHO WCMOMHAT,
MoKasblBaTb/UCMOMHATL B 3dMpe UK pasMellaTb B MHTepHeTe.

Ncnonb3oBaHWe <«MNMpaTCKOro» MporpaMMHoOro obecneyeHuss MOXET MPUBECTUM K MHOTMM pUCKaM: OT
noTepu AaHHbIX K TBOWM akKKayHTaM [0 6/IOKMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOB/IEHHbIN He
neranbHasi nporpaMma. He cTouT Takxke 3abblBaTb, 4YTO CyLlecTBYeT JerasbHble M 6ecniaTHble
NporpamMmMbl, KOTOPbIE MOXHO HaWTW B CETU.

O noprtane

CeTeBNYOK.pd — TBOW rNaBHbIA COBETYMK B CETU. 3AeCb Thbl MOXellb y3HaTb O 6e30MacHOCTM B CeTu
MOHSITHBIM M AOCTYMHbIM $3bIKOM, @ MpPUM BO3HWKHOBEHWW KPUTUYECKON cuUTyauuum obpaTutbca 3a
COBETOM. A TaKXe MPUHSTb y4acTue B KOHKYpCaxX U CTaTb CaMbiM LUMPOBbLIM rpaKaaHUHOM!



